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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Patchset Release 22.2.1.0.0, refer to
the following documents:

e  Oracle Banking Digital Experience Installation Manuals

-1 ORACLE
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OBDX Servicing Application

2.0BDX Servicing Application

2.1 Prerequisites

OBDX Android App is supported only on versions n (current) and n-1 release.

a.

b
c.
d

bl ()]

° Qe

Download and Install node Js (will be downloaded to default path)

Install node js from https://nodejs.org
DOWNLOAD AND INSTALL ANDROID STUDIO

Download and install Android Studio from
https://developer.android.com/studio/index.html

Download and Install Android platforms
Update Android SDK to latest API Level.
Gradle Version: gradle-4.6
Android Gradle Plugin Version (3.4.0): ‘com.android.tools.build:gradle:3.4.0" or above
Set Environment variables
Set following system variables:
1. Click on Windows key and type Environment Variables.

2. Adialog box will appear. Click on the Environment Variables button as shown below

System Properties =

Computer Mame Hardware Advanced  System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Peformance

Visual effects, processor scheduling, memony usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-n

Settings...
Startup and Recoverny
System startup, system failure, and debugging information

Settings...

E Environment Varables. .. ;

QK Cancel Apphy

3. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.
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OBDX Servicing Application

k. Add the above variables in “PATH” system variable.

17-2_app_document Final doc - Microsoft Ward - X
4
| Home | Insert  Pagelayout  References  Mailngs  Review  View @
$ cut T e e e T | s | % 4 Find -
Calibri (Body) oA PR
r—ﬁjl 3 Copy | | Environment Variables X AQB sasbce. asebcen: - & Replace
Paste = * Al _ Change
B ey [B I U~ x ¥ fa ¥ Title sutite | sunieen... - Cnge | e
Clipboard & Font User variables for MGARI L || Editing

Variable Velue
PATH CAUsers\MGARI\AppData\Roaming\npm
TEMP SHUSERPROFILESS\AppData\ Local\Temp

™P S4USERPROFILES6\AppDats\Local\Temp vanced  Sysiem Protection  Remeie

\dmirisraor o make most of these changes.

New User Variable hg. memory usage, and virtual memory

Variable name: ‘ NODEJS

Variable value: [€\Program Files\nodejs

Browse Directory... H Browse Eil...

NUMBER_OF PROCESSORS 4

[ Windows_NT

Path C:\ProgramData\Oracle\Java)javapath;C\app\ MGARN product\11.2..
PATHEXT {COM,EXE BAT; CMD;.VBS; VBE: JS, JSE, WSF: WSH, MSC

PERLSLIE

and debugging information

Envioament Varables.

Page:10f22 | Words: 1,206 | <5 |

MobileAPps s [Compatibility Mode] - Microsoft Excel - X
Page Layout Formulas Data Review View @ -3 X
Galibri MR & i REEEanae: = Hi== - @ EAutoSum'ﬂ ﬁ
) 330 . | Envirenment Variables x 3] Fin~
Pasts [ A ete Format Sort & Find &
B Fomat e || 81 21 0[Ol A CUT Qaer e et
Clipboard ] Font. [ | Uservariables for MGARI lls Editing |
ALLE v k] Varisble Value
=
il : 2 E . £ 5 E H—L NODEIS CiAProgram Files\nodejs x 8 AL
Varabie yive:
B “ PATH CAUsers\MGARNAppData\Roaming\npm
ng TEne SHUSERPROFILESA AppData\Local Temp. anced Sytem Prtecton  Remote
Fill T™P FUSERPROFILE%\AppData\ LocahTemp |aminisiretorto make most of these changss.
HUMBER_OF ges.
02 o
03
P
i ul:um Juling, memory usage and vitual memory
Eg PERLSLE
o New. || Eit. | Deete |
03
03
o System variables
M e Yo sigrvin
T Variable Value "
T4 g otz | Words 1208 | B ComSpec CAWINDOWS\system32\cmd.exe
11: 8 DEFLOGDIR CA\ProgramData\WcAfee\ DesktopProtection
W NUMBER_OF PROCESSORS 4
™ o5 Windows NT and debugging information
ESD Path CiProgramData\ OracleJaval javapath; C:\app\MGARN product\11.2..
£l PATHEXT .COM;.EXE;.BAT:.CMD; VBS;.VBE: J5;.JSE: WSF: WSH;. MSC
2 PERLSLIB A
i Enviommert Varabes
i)
125
126
=T
o o i
T3
10
il
12
W ) ¥ Sheetl /Sheetd ~Sheet3 ¥J o M ]
Ready | o S —

A e T g) B
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2.2

2.3

OBDX Servicing Application

In 20.1, you can create app in two ways-using local Ul or using remote Ul (if want to create using
remote go to section Create project using Remote UI2.2 else directly to section Local Ul )

Create project using Remote Ul

a. Index.html changes(use Android Studio or any other editor)

e Update the server URL in app.properties against KEY_SERVER_URL key. This is the URL
where the Ul is also hosted.

After this proceed to 2.4 Importing in Android Studio directly.

Local Ul by running on local machine or local server.

2.3.1 Adding Ul to workspace

Use any 1 option below of a/b
a) Building un-built Ul (required in case of customizations)

1. For this version, since the Ul is built with webpack, the built Ul cannot be modified from
with the mobile workspace as it is minified code. Hence, either bank can hoist the Ul is
two ways:

e Use local machine as local server and host the Ul on local development machine and
connect the application using localhost.

¢ OR host the Ul on local development server and point the application to that server
URL

1. Ul is same for internet and mobile, same build process of internet to be followed.

Bank can follow the Ul build steps from “Oracle Banking Digital Experience User
Interface Guide”.

2. For building Ul for mobile, Open scripts->webpack->webpack.dev.js and add below line
in devServer object:

as below:
headers: {
"Access-Control-Allow-Origin"; "*"
}1
SAMPLE:

devServer: {
static: path.join(__dirname,
"..[../dist"),

compress: true,
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OBDX Servicing Application

port: 4000,
hot: false,
client: false,
headers: {

"Access-Control-Allow-Origin"; "*"

3. Also, in webpack.dev.js comment out below lines inside “entry” key.
entry: {
/I main: "framework/js/configurations/require-config.js"
/l Runtime code for hot module replacement
/Ihot: 'webpack/hot/dev-server.js',
/I Dev server client for web socket transport, hot and live reload logic

/[client: 'webpack-dev-server/client/index.js?hot=true&live-//reload=true’,

2

4. Once the Ul is built, run below command to start a local server on the development
machine using below command:

e npm run start

ssakpalUssakpal-mac channel ¥ npm start

> obdx-build-t001020.1.0 start
> webpack serve --open --config scripts/webpack/webpack.dev.js

mum-718 . snbo red1.gbucdsint@2bom.oracleven.com:17777/

<i> [wel
<i> [
<i> [
<i> [wel
<i> [we
<i>
<i> [

nts/work/svn/trunk/core/channel_11Sept/channel/dist’ directory

e Once this server starts, below is the window which appears. This indicates local server
is started.

‘ritical dependency: require function is used in a way in which dependencies cannot be statically extracted
./node_nodules/@oracle/oraclejet/dist/js/1ibs/0j/ sync A\.\/.*$ ./min/ojmodule-element-utils ./min/ojmodule-element-utils.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojthematicmap.js 2617:47-149
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ sync *.%.%.x$ ./ojthematicmap ./ojthematicmap.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojconfig.js 139:51-152
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojtranslation.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojconverterutils-ii8n.js

./framework/js/dom-util.js 6:0-61 446:15-58 643:0-669:2

./framework/js/view-model/generic-view-model.js 2:0-49 29:4-17 50:5-20 56:5-20 62:5-20 84:5-26 165:21-28
./framework/js/configurations/require-config.js 20:4-56

PeReeeeR®

t/dist/js/libs/oj/min/ojmodule-element-utils.js &:558
ritical dependency: require function i d in a way in which dependencies cannot be static
./node_modules/@oracle/oraclejet/dist/js/1ibs/0j/ sync A\.\/.*$ ./min/ojmodule-element-utils ./min/ojmodule-element-utils.js
./node_modules/@oracle/oraclejet/dist/js/libs/oj/debug/ojthematicmap.js 2617:47-149
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ sync *.x.x.*S ./ojthematicmap ./ojthematicmap.js
./node_modules/@oracle/oraclejet/dist/js/libs/oj/debug/ojconfig.js 139:51-162
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojtranslation. js
./node_modules/@oracle/oraclejet/dist/js/libs/oj/debug/ojconverterutils-iign.js

./framework/js/dom-util.js 6:0-61 446:15-58 643:8-669:2

./framework/js/view-model/generic-view-model.js 2:0-49 29:4-17 50:5-20 56:5-20 62:5-20 84:5-26 165:21-28
./framework/js/configurations/require-config.js 20:4-56

NG in ./node_modules/@oracle/oracl

PeRReR®®® )

. /node. loduh!/@nrlclo/on:ln]n/dxst/Jl/hbllojlmxn/o)nndul. s 8:2000-2007
iritical dlpcnd!ncy require function is u: n which dependencies cannot be statically extracted
- /node. modules/@oza:la/aracle]nt/dxs(/)s/hhs/o]/ yne "\.\J.#$ - /minfojnodule -/min/ojnodale.Ie
./node_modules/@oracle/oraclejet/dist/js/1ibs/0j/debug/ojthematicmap.js 2617:47-149
./node_modules/@oracle/oraclejet/dist/3s/1ibs/oj/debug/ sync *.x.x.x$ ./ojthematicmap ./ojthematicmap.js
+/node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojconfig.js 139:51-152
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojtranslation.js
./node_modules/@oracle/oraclejet/dist/js/1ibs/oj/debug/ojconverterutils-i18n. js
./framework/js/dom-util.js 6:0-61 446:15-58 643:0-669:2
./framework/js/view-model/generic-view-model.js 2:0-49 29:4-17 50:5-20 56:5-20 62:5-20 84:5-26 165:21-28
./framework/js/configurations/require-config.js 20:4-56

PReReED®® X

27 warnings have detailed information that is not shown
Jse ‘stats.errorDetails: true' resp. '--stats-error-details' to show it.

rebpack 5.89.0 compiled with 27 warnings in 12461 ms
1

e Point the “key_server_url” to http://localhost:4000 and run the application on simulator.
To run on device, the internet proxy should allow localhost domain to accept incoming
requests.
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If it is blocked, Ul should be built and “npm start” command should be executed on
a development server machine which is accessible in the network. They
“key_server_url” will then point to that local server URL instead of localhost

b) Using built Ul (out of box shipped with installer)
Available at --

OBDX_Installer/installables/ui/deploy (Main release, OBDX installer),
OBDX_Patch_Installer/installables/ui/deploy (Patchsets)

e There will be production enabled dist generated in the built Ul.

e Bank can either directly deploy this dist to their server and point the application to that
server as mentioned in point a above OR

e Bank can copy the dist folder in their workspace and follow steps from point 3in section
2.5.

e If bank wants to do any changes, point a) steps needs to be followed.

NOTE: If banks want to debug Ul in production builds, then dist should be created with
below configuration enabled in webpack.prod.js

devtool: 'eval’,

e This will however increase the files deployed on server and reduce the proformance
on production. Refer Webpack documentation
https://webpack.js.org/configuration/devtool/ for more details.

2.3.2 Create Project Using local Ul within the workspace

1. Extract the unbuilt Ul and follow steps up to 5 in the above section 2.4.

2. After step 4, run below command to generate dist folder.
npm run webpack-dev — this will generate development enabled dist

npm run webpack-build- this will generate production enabled dist

3. Once the dist folder is created, copy all files inside dist folder and save it in the

workspace_installer/zigbank/platforms/android/app/src/main/assets/wwwy/.
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. A & |, 7
[ JON | dist v oo o Q
Back/Forward View Group Share Edit Tag¢
Favourites : components #m css
® AirDrop 7 config B dependencies.tpl
A Applications T dist [S] favicon.ico
5 Desktop [ extensions @ home.html
I flows ‘ B index.html
Y Documents = :
[ fonts 3 M js
© Downloads 7 framework B maintenancepage.html
5 work [ images - B maps
B dist B 1zn > B offline.html
[ metadata > @& remote.html
iCloud T2 modules > B static
7 node_modules
Locations

0j-sp

e

@ OBDXiPhon.. &  package-lock.json
—A package.json

lags

partials

I W

O 19.2
7 public

N IntarmadianDaA

4. Open Index.html and home.html and add below line inside head section below meta tag

<script src="cordova.js" type="text/javascript’></script>

5. Setthe server URL in app.properties against key_server_url. This is the URL where backend
services are hosted.

6. With this setup, since the files generated in dist folder are minified format we cannot change
the code. If any change needs to be done in any Ul file, then the changes must be done in the
Ul folder, built it again to generate dist and copy the files to workspace again. Since this is
tedious process, we recommend to setup local server and host Ul there for development.

2.4 Importing in Android Studio

Open Android Studio

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.
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# Select Eclipse or Gradle Project to Import et

Select your Eclipse project folder, build.gradle or settings.gradle

® X O & Hide path
SWorkspacel8. handroid\service\workspacelobdy\platformsi\android ﬂ
Workspacel8.1
android

¥ authenticator
senvice
B libraryproject
workspace
ohbdx
platforms
L v kendod |
.gradle
idea
assets
& Barcodescannerlib
build
cordova
** Cordovalib

b P aradle

:'E; and drop 3 file int S0 3DOWe 1D QuUICETy koCate If i the tree

m ‘ Cancel | | Help |

2.5 Widget Functionality

OBDX Servicing Application

Widgets are Android native feature. Below widgets are available in the application

1. All Accounts Widgets — Widget, showing all accounts balances & account numbers.

2. Account Details Widget - Widget, showing account balance of default account and last 5
transactions of the same account, can be added to the phone home screen. If default account

is not set, then the details of the account fetched first is shown.

3. Multi-Functional Widget — Widget showing default account balance. If default account is not
present, it shows details of account fetched first. Additionally, it has option to scan to pay

feature
4. Scan to Pay Widget — Widget which allows to scan to pay.

Prerequisite:

Quick Snapshot feature needs to be enabled in the app application from the login screen. (Refer
function doc - User Manual Oracle Banking Digital Experience Quick Snapshot.docx)

Please enable below property in app.properties file
<bool name="ENABLE_WIDGET">true</bool>

2-7
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OBDX Servicing Application
If bank does not want this feature, then they can disable this by making above flag to false.

Scan to Pay from Application lcon —

2.7

2.8

Users can long press on bank’s application icon on home screen and click on scan-to-pay option
to scan QR and make payments.

To enable this feature uncomment below from app’s AndroidManifest.xml

Scan Card using Augmented Reality

Users can scan card and view account details and transactions of the account associated with the
card.

To enable this feature, do the same step which is mentioned on 2.6 section.

Passkey (Passwordless login)

Passkeys are a safer and easier replacement for passwords. With passkeys, users can sign in to
apps and websites using a biometric sensor (such as a fingerprint or facial recognition), PIN, or
pattern. This provides a seamless sign-in experience, freeing your users from having to remember
usernames or passwords.

Passkeys are supported only on devices that run Android 9 (API level 28) or higher

TO DISBALE THIS OPTION:

By doing this, passkey option will not be available to users withing the application. User will not be
able to register for passkey and also will not be able to login using passkey. Follow below steps

2-8 ORACLE
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a. Remove RTM access from Client Servicing -> Authentication - > Passkey Setup for
Mobile Application/Mobile (Responsive) and Internet touch points

[ Passkey Setup [}

b. Set this flag in channel-framework-js-configurations-config..js to false

thirdPartyAPls -> passkey -> required -> false

TO ENABLE THIS OPTION:

1. Add RTM access from Client Servicing -> Authentication - > Passkey Setup for Mobile
Application,Mobile (Responsive) and Internet touch points

O Passkey Setup O

2. Set this flag in channel-framework-js-configurations-config.js to true

thirdPartyAPIs -> passkey -> required -> true

3. Along with above, we need below server side and application side settup

Server-Side Setup:

1. Update the relying party in below property select prop_value from digx_fw_config_all_b
where prop_id="PASSKEY_RP_ID

) Welcome Page & TRUNK_IT_NODE1 i
PER-BQ BQ &oan & TRUNK_IT_NODE1 ~

Worksheet  Query Builder
ALTER SESSION SET CURRENT_SCHEMA = DBDX_TRUNK_N1;

select * from digx_fw _config all b where prop_id like '%PASSKEYS'

aw
IScript Output * B> Query Result *
# & @ 5 sqL Al Rows Fetched: 1in 1.259 seconds

PROP_ID |/ CATEGORY_ID | PROP_VALUE FACTORY_SHIPPED_FLAG | {: PROP_COMMENTS SUMMARY_TEXT

AN e (R T LTe LEE Y o f s 5-mum-2524.. snbomprshared]. gbucdsint@2bom. oracleven. com U Relying Party for Passkey Relying Party Id witt

2. Note — Relying partld is the domain name if the website to which credentials will be
associated. (Eg google.com, example.com etc)

Relying party origin is the relying party of website prefixed with protocol without the port.

(E,q, https://google.com, https://example.com)

a. Create assetlinks file (assetlinks.json) -

A Digital Asset Links JSON file must be published on your website to indicate the Android
apps that are associated with the website and verify the app's URL intents.
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The following example assetlinks.json file grants link-opening rights to a com.example
Android app:

[{
"relation”: ["delegate_permission/common.handle_all_urls"],
"target": {
"namespace": "android_app",

"package _name": "com.example",
"sha256_cert_fingerprints":['14:6D:E9:83:C5:73:06:50:D8:EE:B9:95:2F:34:FC:64:16:A0:
83:42:E6:1D:BE:A8:8A:04:96:B2:3F:CF:44:E5"]

}
1]

The JSON file uses the following fields to identify associated apps:

package name: The application ID declared in the app's build.gradle file.

sha256_cert_fingerprints: The SHA256 fingerprints of your app’s signing certificate. You
can use the following command to generate the fingerprint via the Java keytool:

keytool -list -v -keystore my-release-key.keystore

b. Publish assestlinks.json file-
This file needs to be on https server with valid SSL certificate
You must publish your JSON verification file at the following location:
https://domain.name/.well-known/assetlinks.json

For example, if your sign-in domain is signin.example.com, host the JSON file at
https://signin.example.com/.well-known/assetlinks.json.

Verify your assetlink json on below statement list tester-
https://developers.google.com/digital-asset-links/tools/generator

The MIME type for the Digital Assets Link file needs to be JSON. Make sure the server
sends a Content-Type: application/json header in the response.

Need to change host and port in Obdx.conf as,
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ProxyPass "/.well-known" "http://100.76.157.55:7003/digx-admin/sms/v1/.well-known"

ProxyPassReverse "/.well-known" "http://100.76.157.55:7003/digx-admin/sms/v1/.well-
known"

After the setup is done, this file must be accessible on mobile browser with this url. There
should not by any redirects for accessing this file.

c. Add assetlinks.json file host in app’s strings.xml file.

2.9 Deeplinking - To open reset password, claim money links
with the application

Please add host url under data tag in app’s AndroidManifest.xml as,
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OBDX Servicing Application

Note — Please add host url without https or http.

For e.g. If your deeplink url is https://exmple.com/test then you can add only example.com in the
data tag

Similary you can add the same host url in app’s config.xml under universal-links tag as,

android ~ app = src  main  res  x
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OBDX Servicing Application

2.10 Device Reqgistration and Push Reqgistration Functionality

In this version, only one device is allowed to be registered for alternate login for the same
username. If user tries to register another device with same username for alternate login, then the
previous registration on other devices will be removed. User will get an error message if he/she
tries to use PIN/PATTERN/BIOMETRIC on the de-registered devices.

While user registers his second device or same device again (by re-installing the application), a
popup will appear to notify the same.

If user confirms, then the current device will be registered, and all previous registrations will be
removed.

Device Registration

Registering on this device will automatically cancel previous
active registrations if any on other devices. Are you sure you
want to continue?

L

If user cancel, the process is exited.
Also, in this version, only one device is allowed to be registered for push.

Bank can allow multiple devices to be registered for same username in their setup by setting below
two configurations:

ALLOWED_DEVICE_COUNT to any value between than 1 and 100.
e 1 will allow on one device registration.

e 100 will allow more than one device registration

2-13 ORACLE



OBDX Servicing Application

ALLOWED_PUSH_DEVICE_COUNT any value between 1 and -1
e 1 will only one one device to be registered for push.

e -1 will only multiple devices to be registered for push
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Google Play Integrity

3. Google Play Integrity

a. Go to URL https://console.developers.google.com/

b. Create a new Project and set name of you project

New Project

Project name

‘ SafetyNet|

Your project ID will be safetynet-161214 Edit

CANCEL CREATE

c. Choose ‘API's & Services’ option from side bar.
d. In API's & Services > Dashboard > Choose ‘Enable APIS AND SERVICES’.

API APIs & Services APls & Services -+ EMNABLE APIS AND SERVICES

e Dashboard
(i ] You don't have any APIs available to use yet. To get started, c

o Library

O Credentials

Hd OAuth consent screen
Domain verification

= Fage usage agreements

e. This will redirect to ‘Library’ where we need to search ‘Google Play Integrity API’.

ty h w » 0@ :

[ Login - FuturaBank . § Archive Extractor.

=Google%20Play’ arit

« C @ console.cloud.google.com/apis/it

[E] Oracte Login - sin.. 3¢ 19.25US 1T - Ora 3% 18.2 - Orace

= Google Cloud 2 sample Froject

APL API Library Q. Google Play Integrity

APILibrary > “Geogle Play Intagrity”

= Filter pe 1o filter 2 results

Google Play Integrity API
Visibility ~ Google

Public @ The Play Intagrity API halps you chack that you'ra Interacting with your genuine app on a ganuine Android device powersd by Googla Play
ervices. The Play Integrity AP! has replaced SafetyNet Attestation and Android Device Verification

Category ~
Mobile @ Android Device Verification (DEPRECATED)

Goagle

DEPRECATED. The SafetyNet Attestation API is deprecated and has been replaced by the Google Play Integrity AP1. Please see the link below for

more information

f. Click on Google Play Integrity APl and enable it
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Google Play Integrity

&« c & console.cloud.google. J: I i ic-sylph-374507

[S] Oracle Login-Sin.. & 19.2SUSIT - Ora = JFrog $& Environments - Or.. $& 18.1-Oracle Bank.. @ Indexof obdx-np.. $& 18.2-OracleBan.. [8) Login-FuturaBank ,§ Archive Ex

Google Cloud

& Product details

Google Play Integrity API

Check that interactions are coming from your genuine app running on a
genuine Android device.

ENABLE TRY THIS API 2

OVERVIEW SUPPORT

Overview

The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services.

The Play Integrity API has replaced SafetyNet Attestation and Android Device Type: Saas & APls
Verification. Last updated: 23/12/2022
Learn more Category: Mobile

Service name: playintegrity.googleapis.com

ample Project =20 e

h % »0@ :

tractor. »

g. If the application usage is high, the quota request form needs to be submitted
request form from below site. Also select below options.

https://support.qgoogle.com/googleplay/android-developer/contact/piaqgr

. Please fill quota

(<] & support. e e fea 1 o
Oracle Login - Sin_ 3¢ 19.2 SUS IT - Ora. = JFrog 38 Environments - Or.. 3§ 18.1- Oracie Bank.. @ index of obdx-np.. $§ 18.2 - Oracie Ban_ [B) Login - Futura Bank . § Archive Extractor
Z=  Play Console Help Q  Describe your issue

Play Integrity API

The Piay Integrity API helps you check that interactions are coming from your genuine app, installed by Google
Play. running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight attacks and abuse.

You can use the form below to provide feedback, report issues, or request to increase your daily maximum
mmber of requests. By default, appe are subject to a dally maximum of 10,000 requests per dey. Before
requesting increased usage, review the Play Integrity API documentation including the recommended security
practices to ensure you have implemented the AP1 correctly.

At this time, we can only respond to emalis sent in Bnglish, Chinese, Japanese; and Koresn.

- Required field

Please specify: *

@  increase maximum number of dally requests

O  Provide feedback

O  Reportissue

Name of requesting organization/person *
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Google Play Integrity

B oracle Login - Sin.. $& 19.2 SUSIT - Ora.

C & support.google.

Play Console Help Q  Describe your issue

How are you calling the Play Integrity API? *
@ Myappis calling the API directly

QO  Athird party I'm using in the app is calling the API, please specify

How often will you call the API for each user? *
QO  once per day or less

QO  once per hour

QO Oonce per 15 min

@® Once per 5 min or more

Is there any Pl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
QO Yes, but hashed or encrypted
QO  Yes,inplain-text

® no

JFrog  §& Environments - Or... & 18.1-Oracle Bank.. @ Indexof obdx-np.. & 18.2- Oracle Ban.. [8] Login - FuturaBank ,§ Archive Extractor. »

b % »0@ :

c & support |

Oracle Login - Sin... 3§ 1925USIT-Ora.. % Jfrog 3¢ Environments-Or.. 3¢ 18.1-Oracle Bank.. @ indexof obdx-np.. 3¢ 18.2 - Oracle Ban Login - Futura Bank

Play Console Help Q  Describe your issue

How are you validating Play Integrity AP responses? *
Q  server side - by calling Play’s server to decrypt and verify

@  Sserver side - by decrypting and verifying with self-managed APl keys
QO inmy app - by calling Play’s server to decrypt and verify

QO  Inmy app - by decrypting and verifying with self-managed AP keys

QO Other, please specify

How does your app retry in case of Play Integrity API errors? *
@® nNoretry

O A small number of retry attempts within a short time window
O  Retry with exponential backoff

QO  Other, please specify

6 %« » 0@

$ Archive Extractor, »

cle Login - Sin.

& support.google.

Play Console Help Q Describe your issue

How will your app act when the Play Integrity API detects risky traffic? *

Ploase answer with your end goal in mind even if your app is not acting yet. As a reminder, your app should also be able to
deal with Play Integrity API errors and the API being unavailable.

@ Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

QO  Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

QO A mix - deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

QO  Noaction. I'm only collecting data.

QO Other, please specify

Quota request - Estimated total queries per day *
O 10,000 101,000,000 (10K to 1M)

QO  1.000,000 to 10,000,000 (1M to 10M)

O 10,000,000 to 100,000,000 (10M to 100M)

O 100,000,000 or more (100M=)

% 1925USIT-Ora.. % JFrog 38 Environments-Or.. 38 18.1- Oracle Bank.. @ Indexof obdx-np.. 3¢ 18.2- Oracle Ban_. [B] Login - Futura Bank Archive Extractor J

6 % »00 i

Quota request - Estimated total queries per day * - The approximate load, Play

Integrity APl is called once each time the app in opened
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Quota request - Estimated peak queries per second - Leave blank

h. To enable Play Integrity responses please follow below steps-

Go to Google Play Console->Side Menu->Setup->App Integrity

Google Play Integrity

b i») lesting
b 10 Reachand devices
() App bundle explorer
I+ €3 setup
App integrity
Internal app sharing

Advanced settings

Grow

- [ store presence
Main store listing
Custom store listings
Store listing experiments
Store settings

Translation service

App integrity

Protect your app and your users Show more

Integrity AP responses off - @ Releases signed by Google Play

Integrity API App signing

@3

Protect your apps and games from risky and fraudulent
interactions with the Play integrity API. Link to a Google
Cloud project to get started
Learn more

Link project

Click on Link project and then link your existing google cloud project. If it is not created then create
new and link the same.

Link Google Cloud project

Link your Google Cloud project to use the integrity API

Google Cloud praject

2 Favorites

(®  Link existing project
By linking your Google Cloud project, you agree to the Terms of Service:

Sample Project ~

Enter project number manually

(O  Create new project

Lo

Discard changes [EEEIITSISSY

i. Add project number in below property of app.properties

<string name="GOOGLE_ CLOUD_ PROJECT NO">@QEGOOGLE CLOUD_ PROJECT NO</string>

You will get the project number on google cloud console project

A
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8 Play Integrity Search (/) for resources, docs, products and more

= Google Cloud

“y Welcome

You're working in Play Integrity
Project number: 420817979115 Iy Project ID: play-integrity-tdgdquiheddectm Iy

Dashboard ~Recommendations

Create a VM Run a query in BigQuery Create a GKE cluster Create a storage bucket

Q search

AN

gR® : @

j- Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement. Please use below property in
RootCheckFlags.java(workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofs

s/digx/mobile/android/)

long playlntegrityAPICallTime = your_time_in_seconds;
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FCM Push Natifications

4. FCM Push Notifications

a. Go to URL https://firebase.google.com/

b. Traverse to console and create a project

# Firebase

Welcome to Firebase!

Tools from Google for developing great apps, engagir

0BDX

+

Add project

@ Explore a demo project & s

c. Download google-services.json from below page and save to (zigbank\platforms\android\app)
directory.

d. Remember to keep the projects package name and firebase package name same.

¥ Firebase 0BDX ~  Settings Gotodocs @ O

A Project Overview o Project name OBDX 4

D ® obdx-639e5

Develoj
® tore location us-central

= QST ieb AP Key Al nFZ0dRMembXyXW.JIB7MSIHdaneENGg
Database
Storage Public settings

ngs control instances of your project shown to the public

Hosting
) Functions me @ 0BDX

ML Kit
Support email @ oraclefcdbmobiledev@gmail.com v

Quality

Your apps

Analytics

Add app

Download the latest config file ¥ google-services.json

sl Dashhoard

Upgrade

p igx.mobile-android
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FCM Push Natifications

e. Traverse to cloud messaging tab Enable Firebase Cloud Messaging API(V1) by clicking on

Manage API in Google Cloud Console.

- @ console.firebase.googl iproject/obdx-639e5/settings/cloudmessaging/android:com.ofss.zigbank
@ oracteLogin-Sin.. 3 19.25USIT-Ora.. % JFrog 3¢ Environments-Or.. 3% 18.1- Oracle Bank.. 3¢ 18.2- Oracle Ban.. [B] Login - Futura Bank
Firebase 0BDX ~

Project settings

A  Project Overview e

: General  Cloud Messaging  Integrations  Service accounts  Dataprivacy  Users and permissions
roject shortcuts
[E TestLab
£ Crashiytics

i I
| Anaiytics Dashboard Firebase Cloud Messaging API (V1) @ Enabled Manage API in Google Cloud @
© App Check Recommended for most use cases. Learn more (3 Console =
& Messaging Sender ID Servi
Product categories 062626365675 Man ice Accounts 3
Build v

% & »0@ :

B resctrative

¢cop 20

2 Archive Extractor. » B3 All Bookmarks

f. Get the Project ID from Project Setting in Firebase console

E TestLab
2. Crashlytics Your project

.l Analytics Dashboard

& c & le firebase.g bdx-639e5/settings/a fss.zigbank
@ Oracle Login - Sin.. 3¢ 19.2 SUSIT - Ora. % JFrog $& Environments - Or.. $& 18.1-Oracle Bank.. $& 18.2- Oracle Ban.. [8] Login - Futura Bank
Firebase OBDX ~
# roccoeves (@0 Project settings
. General Cloud Messaging Integrations Service accounts Data privacy Users and permissions

* 00 :

» | B3 All Bookmarks

[ < S +1

B React Native

¢coe2 120

$ Archive Extractor.

@ App Check " ! 080X /'
¢ Messaging
i @ obdx-639e5
racuct categeones
cject number @ 1062626365675
Build > Defautt GCI ation @  nams (us-central)
Release & Monitor ~ Key t87mSoHd
P e Environment
Engage ~ your project for different stages of the app lifecycle

Unspecified #"
Spark  Upgrade

Public settings

<

g. Update FCM URL in below table as-

update DIGX_FW_CONFIG_ALL_B set prop_value =

'https://fcm.googleapis.com/v1/projects/YOUR_PROJECT_ID/messages:send' where prop_id

'FCM_URL';

Add YOUR_PROJECT_ID in url which is captured on above step

h. If proxy address is to be used, provide the same in database as mentioned in point 3.

i. Generate private key for your service account by using below steps-

- In the Firebase console, open Settings > Service Accounts

ORACLE
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FCM Push Natifications

- Click Generate New Private Key, then confirm by clicking Generate Key

You can also follow below google doc -

https://firebase.google.com/docs/cloud-messaging/auth-server#provide-credentials-manually

Sr. | Table PROP_ID CATEGORY | PROP_VALUE | Purpose
No. _ID
1 DIGX_FW_C | FCM DispatchDeta | <Server_Key> | Service  account
ONFIG_VAR ils json file content
B captured in above
step
2 DIGX_FW_C | FCMKeyStore | DispatchDeta | DATABASE or | Specifies whether
ONFIG_ALL ils CONNECTOR | to pick server key
B from database or
from connector.
Default DB (No
change)
3 DIGX_FW_C | Proxy DispatchDeta | <protocol,proxy | Provides proxy
ONFIG_ALL ils _address> address, if any, to
B be provided while

connecting to
APNS server.
Delete row if proxy
not required.
Example:

HTTP,148.50.60.8
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FCM Push Natifications

If CONNECTOR is selected in Step 2 update password as below

ORACLE webLogic Server Agmnistration Console 12 |
Change Center @ Home Log Out Preferences o8
View changes and restarts d s
Furure Create a New Security Credential Happing
be acthated as you
items in ths domsn. | | | mack] e | Fneh ] | [Gamost
Domain Structure E1S User Name and Password
e Configare the E15 User Name and Password that you wouid ik to map the WebLogi Server User 1
Enter the EIS User Name
* EIS User Name: Fom
Enter the £15 Password:
* €15 Password:
* Confirm Password::
a0pings Back) [ || Finsn) || Gancel

System Status.

Heaith of Running Servers as of 10:32 AM

Home
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Build Release Artifacts

5.Build Release Artifacts

1. Clean and Rebuild your project in Android Studio.

2.

»

In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

- - | ® Project Structure X
File Edit View Navigate Code Analyze R
DHO «4 XHo a@| + - Properties | Signing | Flavors | Build Types| Dependencies Q
_Chandroid | (@ buid.gradle J [0 Location debug + Name: | release |
o Droea | % | %1 [d PO . el =
5 aine — | Developer Services — =
& plug 4 ads Debuggable [tfalse n 3
= resources.nls. 4 E
® il | Authentication 1ot Debucgab ‘Iﬂ
et | Notifications MR E -
N ] configuration.html
= ; Modules Signing Canfig [ n
z i cordovajs
5 = <de D:ﬂ.n‘ugmji 4 ' Cordovalib Renderscript Debuggable | (125 [4g)
- index.htmi
2 ObdsLib
v build Renderscript Optim Level |
5 cordova 1 Minify Enabled = - |
= il Cordovalib 1
E Pseudo Locales Enabled | B
5 gradle ]
> libs 1 Proguard File [ L]
2 Obdlib E
laorm. ] Application Id Suffix [ |
s 1 Version Name Suffix | |
e
9 Zip Align Enabled oo [
B grignore ] ip Align Enable [ttue
& android.im {
2 3 android json q
£ i AndroidManifestaml g
= 2 build.gradle
= 4l gradie.properties
L 2l gradiew N
5| gradiew.bat 4 o
£ 4 local.properties E E\
z T project.properties L s
E o g =
& 2 settings.gradie 7 H
L (& wiapper.gradle I e
4 Cancel | [— =
& Android Monitor [ 0: Messages “ ‘£| 1) Eventlog (=] Gradle Console
= Tchars 7388 LF: UTF-8¢ a B

®

File

=]

I Structure

¥ Captures

4 guild Variants

o 2:Favorites

% 1 Projeat ‘;

Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-
rules.pro (zigbank\platforms\android\app)

Edit View Navigate Code Analyze Re ®
HO ¢4 %06 QR + =
androl 4% Open File or Project X
#® 0 X S @
Documentation\zigbank\platforms\android\app\proguard-rules.pro £
zigbank
platforms
android
.gradle
Jidea
2pp
build
src
u 2pp.iml
© build.gradle
() google-services.json
| gradle.properties
app-lib
Barcodescannerlib

s com.oracle.bots.client.sdk.android.core-20.3.1

Propetties | Signing | Flavors | Build Types | Dependencies

Name: | release

Debuggable
Ini Debuggable
Signing Config
Renderscript Debuggable
Renderscript Optim Level

Minify Enabled true

Pseudo Locales Enabled
Proguard File
Application Id Suffix
Version Name Suffix

Zip Align Enabled

Q

¥ cordova_plugins.js % | [ jsonjs x | ~=2

alpeio 3

PPOW PIOIPUY

(o I =
! A\ Event Log (=] Gradie Console

Tehar TEA LF: UTF
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4. Click on OK -> again click on OK.

Build Release Artifacts

5. Adding URLSs to app.properties.xml (customizations/src/main/res/values/)

a. NONOAM (DB Authenticator setup)

SERVER_TYPE

NONOAM

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

SERVER_CERTIFICATE_KEY

Refer point 6.7

b. OBDXTOKEN (Token based mechanism)

SERVER_TYPE

OBDXTOKEN

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

SERVER_CERTIFICATE_KEY

Refer point 6.7

c. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE

OAM

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443
(This URL must be of OHS without webgate)

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443

KEY_OAUTH_PROVIDER_URL

http://mumO0aon.in.oracle.com:14100/oauth2/rest/token

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

APP_DOMAIN

OBDXMobileAppDomain

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

SNAPSHOT_DOMAIN

OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginScope

SERVER_CERTIFICATE_KEY

Refer point 6.7
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d. IDCS Setup

Build Release Artifacts

SERVER_TYPE IDCS

KEY_SERVER_URL Eg. https://mumaa012.in.oracle.com:18443
(This URL must be of OHS without webgate)

WEB_URL Eg. https://mumaa012.in.oracle.com:18443

KEY_OAUTH_PROVIDER_URL | http://obdx-

tenantO1.identity.c9dev0.oc9gadev.com/oauth2/v1/token

APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App client
WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables
SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot
LOGIN_SCOPE obdxLoginScope

OFFLINE_SCOPE urn:opc:idm;__myscopes___ offline_access

SERVER_CERTIFICATE_KEY | Refer point 6.7

6. Domain Based Setup (This is same for OBDX servicing App and Authenticator App)

7.

To use domain based setup please enable below flag in app.properties file -

<string name="DOMAIN_BASED_CATEGORIZATION">true</string>

If you are using local Ul then enable below flag in

config.js(platforms/android/app/src/main/assets/www/framework/js/configurations/config.js)

file -
domainDeployment: {

enabled: true

}
Adding chatbot support to mobile application (Optional)
CHATBOT_ID The tenant ID
CHATBOT_URL The URL for the ChatApp application in ODA

If using http protocol for development add (android:usesCleartextTraffic="true") to application

tag of AndroidManifest.xml (on app & obdxwear target)
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Build Release Artifacts

® android - [0 - [app] - .\app\src) - Android Studie 3.0.1 - o x
Fle Edit View Navigate Code Analyze Refactor Build Run Iools VCS Window Help
= android ; 'z app » I src ) I main ) & AndroidManifest.cm app o G TE® LE = Q
B & eroject - @ = | 46~ 1+ | 2 facebor 2 B I Gradle projects # 1 [3
£| v P2 android D:\Installe\Olinstaller\Workspace\zigbankipla ‘penifest||application G+ — @ T = =
= dl =
9ace 15 <uses-permission androidiname="android.pernission WRITE_EXTERNAL S« (3 android =
idea z <uses-permission android:name="android.permission.READ FHONE_STATE @ android (roct)
- app <uses-permission androidiname="android.pernission.ACCESS NETWORE S @ :
z = app-iib 22 <uses-permission android:name="android.permission.ACCESS CORRSE L e
= = Barcodescannerlib <uses-permission androidiname="android.permission ACCESS_FINE_LOCA & wepp-lib
= contoes 2 <uses-permission android:name="android.permission.RECEIVE SMS" /> @ :BarcodescannerLib
v Cordoalib <uses-permission android:name="android.pernission.READ_SMS" /> (& Cordovalib
111 Cordovali <uses-permission android:mame='andreid.permission.CAMERAT /> (3 customizations
8 i customizations <uses-permission androidiname="android.permission.FLASHLIGHT" /> (2 :obdcore
z radle 2 .
£ 9 o (2 :obdwear
3 = obdxcore <application e i
® obdxwear android:haravareceelerateds="true’ il (& sobchowear-ib
= obdxwear-i android: icon="6nipnap/icon
android:1abel="zigBank"
< android.iml android:usesCleartextTraf fic=truch
i android,json android:supportsRtl="true">
(& build gradle <cactivity
| gredle properties android:configChanges="orientation |keyboarddidden|keyboard
2 gradlew android:label="Estring/launcher_name"
2 android:launenMode="s1ngleTop
gradlew bat : : ;
android:nane="con.ofss.digx.nobile.android MainActivity"
P 7 keystore jks android: theme="gandroid:style/Theme .DeviceDefault.NoAction
5 Jllecal.properties android:windowSof tInputMode="adjustResize" >
%’ 1 project properties </activity>
= @ <activity android:name="com.ofss.digx.mobile.android. Splashict
H (& settings.grad ¥ gx P 5 i
= semgsare © droid ntation| Eeyb © Can't use Subversion command line client: svn
L] (2 wrapper.gredle el Probably the path to Sub itabl
. it Extermal Lib android:label="Estring/launcher_name" robabl the path to Subversion executableis H
. | Bxternal Libraries android:launchMode="singleTop" LRI B
£ android:theme="gstyle/SplashThene" £
H android:windowSof tInputMode="adjustResize" > @ Platform and Plugin Updates T
< <intent-filter android:label="Estring/app name"> . =
& = Android Studio is ready to update g
* —‘ Tet ‘ Merged Manifest b
P ZRun  BTODO = Glogaat (7 Android Profiler  [* & Version Control  [E Terminal 0 Messages @ Eventlog  [E] Gradle Console
[ Executing tasks: [:app:assembleDebug] (moments ago) = Gradle Build Running @SS s FEESEQ 3344 CRIF: UTF-E Conted <nocontet> &
# android - [D: - [2ppl - ..\app\src) - Android Studio 3.0.1 - o X
File Edit View Navigate Code Analze Refactor JENE)| Run Tools VCS Window Help
%= android ) Iz app ) B src ) B main ) G Androidh “S Make Project Ctrl+F9 A [mapp~] P. + AR W CER
2| & project - R N Make b todt el a ) | =1 Gradie projects ]
z %= android DA\Installen01 Installer\Workspace\zigl  Clean Project S+ - |z =
.gradle Rebuild Project —
B sion android:name="android.permission.WRITE_EXTERWALIY Y (&
idea B L sion android:names='android.permission READ_PHONE_STATH
o app Edit Build Types.. ion android:name="android.permission.ACCESS NETWORK
£ < app-lib Edit Flavors...
5 = BarcodescannerLib Edit Libraries and Dependencies.. (3 ‘BarcodescannerLib
& cordova .
v - Select Build Variant. sion android:name="android.permission .READ SMS" /> (& :CordovaLib
i Cordor = Build APK(s) sion android:name="android.permission.CAMERA" /> (8} :customizations.
s il customizations android:name="android. permission. FLASELIGHT" /> 2 robdxcore
z gradle pr— (& :obdawear
&g = obdxcore. TR -
® obdxwear Deploy Module to App Engine. nardwareAccelerated="true" | (& :obdnwear-lib
p— android:icon="gnipmap/icon”
android:label="zigBank "
"= android.iml android:usesCleartextTraffic="true"
on android json android:supportsRl="true">
(2 build.gradle <activity
| gradie properties ntation| 1aden| keyboard
gradiew a7 android ~restring/launcher. name"
& oradiewdbat 5 android:launchiode="singleTop"
gradiewba 3 android:name="com.ofss .digx.mobile . android . MainACtivity”
£ 7 keystorejks android:theme="android: style/Thene DeviceDe fault. NoAction
5 [ local properties. android:windowSort InputMode="ad us tResize">
% | project.properties </activity>
£ @ settingz.gradie <activity android:name="com.ofss.digx.mobile.android.SplashAct 8 . —
3 © sraperdie ntation| saden| xeypoard © Can't use Subversion command line client: svn
] ) g abel-"gstring/launcher_name" onbabl:the path to Subversion executable is
R | Extemal Libraries aunchMode—"singleTop" wrong. Fixit
g eme="¢style/SplashThene"
H android:windowSoft InputMode="adJus tResize"> © Piatform and Plugin Updates z
= i ilter android:label— pp_name"> o <
= = Android Studic is ready to update. 5
* —‘ Text ‘ Merged Manifest &
P.4:Run  STODO = & logaat 7 Android Profiler 1 @ Version Control [ Terminal Messages @ Eventlog [ Gradle Console
281 CRLF: UTF-8 Context <noconted> @

[I Gradle build finished in 7s 159ms (today 3:55 PM)
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Build Release Artifacts

® Generate Signed APK

X

Meodule: app

Cancel

android [D:vA: pp - A - X
File Edit View Navigate Code Anahyze Refactor Build Run Tools VCS Window Help
“android zapp  Msrc ) B main | k AndroidManifestaml BN cbdavear ¥ P -] L ML Qo
o Android ~ @B = B —  gmindexhtml j2. configjs = i o -~
2
g app L <uses-permission androidiname="android.permission.WRITE EXTERNAL STORAGE" /> ue
=) manifests 2 <uses-permission android:name-"android.permission.READ PHONE STATE" /> E
” " rmission s: W "
= generatedlava 21 pe on android.pe: \CCESS_NETWORK_STATE" />
— S COARSE_LOCATION" />
5 assets, Generate Signed Bundle or APK X ks FINE LOCATION" />
g res 2
5 app-lib
= =3 . () Android App Bundle
£ 1 Barcodescannerlib -
g % Cordovalib
=} B customizations Generate a signed app bundle for upload to app stores for the following benefits:
s obdxcore » Smaller download size
. obdxwear ® On-demand app features
:5; - obdxwear-ib ® Asset-only modules
S|» @ Gradle Scripts
S Learn more
[} flen | keyboard| screenSize | locale”
© APk
g
g
.1: e E— Sz Build a signed APK that you can deploy o a device o=
-1 android: synced successfully ot 1/14, '™ with 1 warning alNativeBuildTasks()' is obsolete and has been replaced 4
= Run build D:\Ameet\QA\Patchset Releases\MobileApp\Mobil P m Cancel Help f 2019
S| » Load build ://d.android. con/r/to0ls/task-contl -avoidance. | ¥ o
s Run init scripts To determine what is calling variant.getExternalliativeBuildTasks(), use -Pandroid.debl — |5
2 Evaluate settings cted Modules: app ® g
2 Configure build H
- Coleulate task graph z
Run tasks LB
" Gradle Sync Issues: (1 waming 2
£ 2 DifAmeet/QA/Patchset PP rkspa L
& @ app/build.gradle (1 warning)
T0DO Terminal | & Build Logcat @ Event Log
0] Source generation ended in 14 5 520 ms (11 minutes ago) 3344 CRIF ¢ Aspaces: W @) &

10. If you have an existing keystore.jks file then select choose Existing else click on Create New

ORACLE



Build Release Artifacts

® Generate Signed APK

X

Eey store path:

ChUsershadipatel\My Documentsikeystore, ks

Create new... ] I Choose existing... l

Key store password:

Key alias:

Keystore

L]

Key password:

[:] Remember passwords

android [D:AA Patchse App orkspace.| g o Androi Studio - X
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
= android ~ [': app src main e AndroidManifestam| [ A | = obdwear ¥ | P -] m 5 Mmoo Qo
o Android ¥ @ T & — | anindechtml i configjs - - -
o ~app 13 <uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" /> ug
& manifests 2 <uses-permission android:name='android.permission.READ PEONE STATE! /> =
e generatedlava 21 <uses-permission android:name="android.permission.ACCESS_NETWORK STATE" />

—  CORRSE_LOCATION" />
5 assets Generate Signed Bundle or APK X bs FINE_LOCATION" />
= res IVE_sMs" />
2| Paapplib DT ——— [sus />
g & Barcodescannerlib R /> H
i % Cordovalib ILIGHT" />
% (b K customizations
= obdxcore Key store path set
_|» 1 obdxwear
3| Waobdwwear-iib Create new. Choose existing...
S|» ¥ Gradle Scripts
H Key store password  ssessssss
=t fen | keyboard|screenSize | locale”
Key alias keyd

£ Key password ~ seeseeeee
3| Build:  Build Output Tz 2 Remember passwords o —

& android: synced successfully o 1/14/; M with T warnin alliacivebuildlasks ()" is obsolete and has been replace¢ g
= Run build D:\Ameet\QA\ Patchset Releases\M \Mobild previous | [ | Conce Help £ 2019,
H Load build - ://d.android.com/r/tools/task-confi ion-avoidance. | o
3 Run init scripts o T5 GeCrning WAt 18 E2111Ag Variant.gecExternalllativeBulldTasks (), use -Pandroid.dsbi — |5
= Evaluate settings Affected Modules: app @3
2 Configure build = d
= Caleulate task graph =

Run tasks & |-

g Gradle Sync Issues: (1 warning) = |2
i 2 D:/Ameet/QA/Patchset PP rkspace.i 8
g % app/build.qradle (1 warning)

iZ TODO Terminal |\ Build = & Logcat @) Event Log
IOl Source generation ended in 145 520 ms (11 minutes ago) 3344 CRLF: UTF2 4spaces: W )

11. Select Build Type as Release, Signhature Version as V1(JAR Signature) and V2(Full APK
Signature) and Change APK Destination folder if you want and click on Finish
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12.

13.
14.

15.

Build Release Artifacts

® Generate Signed Bundle or APK X

Build Variants:

Signature V s: V1 (Jar Signature)

Prey

This will generate APK by the given name and destination folder. Default APK Destination
folder is zigbank\platforms\android\app\release

Run the App and select Device or Simulator.

Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Use proguard-rules.pro from
workspace_installer\zigbank\platforms\android\obdxwear using explorer. The select
obdxwear as the module and follow same signing steps with same keystore.

The application has a config page at launch to enter the URL of the server (for development
only). To remove this page, update the config.xml as shown below

The application has config page to add URL. This is for development purpose only and can be
removed using below step. (Update content src tag)

57 ORACLE



eve android (~/Desktop/Workspace_Android/18.3/April/1 ¥ 7 droid] - .../app) I xmi [app]
android ) (s app ) B src ) B main ) = res ) £ xmi ) 2, config.xmi A cbdumest > 8 a

i Android ~ Q= o — N U U & 1 contiguxml
£ app <?xml version='1.0' encoding='utf-8'7>
) app-lib <widget ids"cos.ofss.digx.mobile.android" versions"1.0.0" xmlns="http://wa.u3.0rg/ns/widgets">
» . <name>0bdx</nane>

BarcodescannerLib <description>

Cordovalib A sample Apache Cordova application that responds to the deviceready event.

customizations </description>

olidisore <author email="devacordova.apache.org” href="http://cordova.io">

e Apache Cordova Team
: obdxwear 7 </author>
obdxwear-lib

¥ Gradle Scripts

£ Layout Captures

2. 7: Structure

Build: Sync
@ Project setup: synced successfully

x % @

) Build Variants % 2: Faverites

= Glogcat i=TODO M Terminal | 4 Build
[J_Gradle sync finished in 492 ms (from cached state)

<allow-intent href="geo:s
<allow-intent href="market:s" /:
<preference name="loglevel" value="DEBUG" />
<preference name="OverrideUserAgent” value="obdx-mobile" />
<preference name="DisallowOverscroll” value="true"/>
<feature name="Whitelist">
<param name="android-package" value="org.apache.cordova.whitelist.WhitelistPlugin" />
<param name="onload" value="true" />
</feature>
<feature name="Device">
<param name="android-package” value="org.apache.cordova.device.Device" />

23chars 1019 LF 3

Build Release Artifacts

& oo mQ
-~
09
7i
& -
0
g
g
g
H
Q Event Log
- 8

16. Application will work on https only. If you want to run application on http then set
targetSdkVersion, compileSdkVersion to 30 and buildToolsVersion to 30.0.3 in app’s
build.gradle(zigbank\platforms\android\app\) and remove remove below code from

obdx.conf(config/obdx.conf).

<IfModule mod_headers.c>

<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">

Header edit Set-Cookie ~(.*)$ $1;SameSite=None;Secure

</If>

<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">

Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure

</If>

</IfModule>

17. To enable App Widget, please enable below flag in app.properties file:

<bool name="ENABLE_WIDGET">true</bool>

18. Disable below flag to reset the Biometric Alternate login on Add/Remove Fingerprint from

mobile.

<bool name="ALLOW_FACE_BIOMETRIC">false</bool>

Note — This reset feature will support only if above flag is false.

19. Maintenance page configs-

5-8
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Build Release Artifacts

Enable below flag to show maintenance page when server is under maintenance
<string name="SHOW_MAINTENANCE_PAGE">true</string>
Also add the status code returned when server is under main in below property-
<string-array name="MAINTENANCE_PAGE_STATUS_ CODE">

<item>Your Status Code</item>
</string-array>

Note- You can add multiple status code

20. To disable caching in app, make below flag to flase

<bool name="ENABLE_CACHING">true</bool>

5-9 ORACLE



OBDX Authenticator Application

6.1

6.1.1

6.1.2

6. OBDX Authenticator Application

This is an Authenticator Application which is used when bank has enabled Soft Token
Authentication as Authentication mechanism for any transaction. This application basically
supports one of below authentication:

e HOTP: Random based Soft Token
e TOTP: Time based Soft Token

Users should have this application installed and logged in and PIN is set before initiating any
transaction which needs this token.

Based on the configuration set, user can any time log in with PIN and check the token and
use that token for completing any transaction based on “Soft Token Authentication”

Authenticator Ul (Follow any one step below)

Using built Ul

For TOKEN-BASED - Unzip dist.tar.gz directory fromOBDX_Patch_Mobile\authenticator\TOKEN-
BASED

Building Ul manually

Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui.

The folder structure is as shown:

Favourites
@ AirDrop
@ Recents oam > framework
#% Applications
9 Desl pages
@ Documents resources >
© Downloads

Locations
& iCloud Drive
Android... =
Remote Disc

® Red

® authenticator_ui

m=fE= = %+ 0| O Q
> android [d B authenticator_ui »| _build

> ios » I authenticator_ui.tar.gz components
non-oam > css

unbuilt_ui 4 images
non-oam

Orange

Yellow
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OBDX Authenticator Application

6.2 Authenticator Application Workspace Setup

1. Copy Ul (Directories — components, css, framework, images, pages, resources)from /dist

directory to workspace/installer/app/src/main/assets/www/

In case any popup appears, click replace

Recents
/3 Applications

B Documents

o Downloads
Locations

¢ iCloud Drive

[} Android...

[} smartsv...

@ Remote Disc

»

»

Tags
© Red

—fLADOS

[ JON
< m | = = =y #
Favourites > AndroidManifest.xml
~ assets >
@) Airbrop
res >

WWW

t (= Q
app.properties components
cert_keys.json @ cordova_plugins.js

cordova-js-src
€ cordova.js

css

framework

images

img

pages

plugins
1 resources
settings.html

YV VVVvVVVYY

2. Launch Android Studio and open existing project

workspace_installer
~/Desktop/SVN/18...

android
~/Desktop/Worksp...
main
~[Desktop/Worksp.

android
~[Desktop/Worksp.

workspace_installer
~[Desktop/SVN/18....

android
~[Desktop/Worksp..

android
~/Desktop/Worksp.

android
~/Desktop/Worksp.

android
~[Desktop/Worksp.

android
~[/Desktop/Worksp.

android

Welcome to Android Studio

orkspace_installer

platforms/android

roid/app/src/main

.platforms/android

orkspace_installer

.platforms/android

platforms/android

platforms/android

platforms/android

platforms/android

Android Studio

Version 3.3.2

-+ Start a new Android Studio project

&= Open an existing Android Studio project
4 Check out project from Version Control ~
[4' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

ri’ Import an Android code sample

£ Configure ~

Get Help ~

6-11
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OBDX Authenticator Application

3. Open OBDX_lInstaller/workspace_installer folder in Android Studio.

< m~ = M workspace_installer (3 Q,
Favaritas » [0 Android 3 12thApr i B8 workspace_installer » android.json
@ R " *» [ App » [0 13thApr L2 ™ app L4
o » [mios > ™ app-lib >
;A; Applications > build >
m > build.gradle
1 cordova L4
[ Documents CordovaLib »
© Downloads B8 gradle "
gradle.properties
Locations gradlew
& iCloud Drive gradiew.bat

keystore.jks

D Android Stu... £ keystore.properties
Q SmartSVN.. = local.properties
1 platform_www L4
@ Remote Disc proguard-rules.pro
Madia project.properties

settings.gradle

n Music workspace_installer.im|

81 Photos

New Folder cancel | [N

4. Open gradle.properties file and update following properties with relevant proxy address if
required

Ei- Project - € = -1+
» [EJ mipmap-Idpi

»  [EJ mipmap-mdpi
v [EJ mipmap-xhdpi
@ icon.png
[ mipmap-xxhdpi
[ mipmap-xmhdpi
[21 values

Ch B
A5 stringsaoml

]

A stylesxoml

» EJxml
> [C3src
1 workspace
[; android.iml
E" android.json
EAndroidManifest.xml
[; authenticator.iml
(=} build.gradle

il gradle.properties
E gradlew
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OBDX Authenticator Application

systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort = <port number>
systemProp.https.proxyHost = <proxy address>
systemProp.http.proxyPort = <port number>

5. Open “assets\app.properties” file and update following properties as per requirement

Ei- Project - (=N - 28 o
i authenticator D:\mobile_svn\android\authenticator '
.gradle
idea
2 assets
= ] www

Eﬂ app.properties

o8 cert_keys.json
build
cordova
i| Cordovalib
gradle
libs
platform_www
Zres

12 5IC

warkspace
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OBDX Authenticator Application

Set OTP type to HOTP/TOTP as per requirement.
Set Server Type to OBDXTOKEN
Set MAX No Attempts greater than O

Set Ul Device root check to true if you want to add check on login button.

Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url”

property.

6. Click Build = Clean & Build = Rebuild project in Android Studio.
7. Click on Build > Edit Build Type - app - release

Enable minify - true
Add progurard file from workspace_installer/proguard-rules.pro

Click OK

8. If using http protocol for development add (android:usesCleartextTraffic="true") to application

tag of AndroidManifest.xml

android: xlargeScreens="true" />
components

cordova-js-src P d “android ission.INTERNET" />
css. permissi id: “android ion . WRITE_EXTERNAL_STORAGE" />
P issi i ~android ission.READ_PHONE_STATE" />
pamemOk permissi “android ission.READ_EXTERNAL_STORAGE" />
images.common » “android ion . ACCESS_NETWORK_STATE" />
img
<app
ages
2 ooy android:hardwareAccelerated="true"
5 plugins . ”
g resources.nis android:label="08BDX Secure”
-4 2 cordova js ? droid:usesCleartextTraffic="true
g corovianckasa android:supportsRtl="true">
5 s -PRIIDSS -~ <meta-data android:name="com.google.android. safetynet. ATTEST_API_KEY"
= s Settings.htm! android:value="AIzaSyA_Fj7GNPyFZIYGH4izYcaNRKFsVrQsnng"/>
% app.properties <activity 2 s
g {) cert_keys.json < ‘com. of’! 0"’ mobile @
5 - hanaes= i izellocale"
E manifest application
& drawable
M layout Text | Merged Manifest

Build: Sync

& Y @ Project setup: synced successfully at 13/04/19. 31 PM
§
o
&
* X
s
2
S
-
=G logcat =TODO 8 Terminal | @ VersionControl | 1A Bulld

[ App is not indexable by Google Search; consider adding at least one Activity with an ACTION-VIEW intent filter. See issue explanation for more details. Attribute usesCleantextTraffic” is onl... 35 chars 269 LF 3

ece workspace_installer [ 18.3_4 1 jworkspace._installer] - .../ xml (app] 1
workspace_installer | ; app sre main ) [ AndroidManifest.xmi ~ app > & L0 > sw v vO O |mLo mQ !
Android ~ © = & — iliseopoperties « o cordovajs « g configaml « b settingshtmi < G AndroidManifestm o
§ e supports-screens H
A o = s
- mnijests android: anyDensity="true" &

& AndroidManifest.xml android:largeScreens="true"

generated Java android:normalScreens="true"

acsete android: resizeable="true"
R android:smallScreens="true"

P

o —
ol
°
i
z
3
H]
QEventLog
= 8

9. For Generating Signed Apk: To Generate release-signed apk as follows:

10. On menu bar click on Build -> Generate Signed Apk

6-14

ORACLE



® . Generate Signed Bundle or APK

() Android App Bundle

B =

Generate a signed app bundle for upload to app stores for the following benefits:

® Smaller download size
® On-demand app features
® Asset-only modules

Learn more

© APK

Build a signed APK that you can deploy to a device

? Cancel

Previous

Generate Signed Bunale or APK

Module = app

Key store path /Users/adi/Desktop/Android/keystore

Create new...

Choose existing...

Key store password ©0000000
Key alias key1
Key password | 00000000 ‘

"] Remember passwords

? Cancel

Previous

[ NN ) Generate Signed Bundle or APK
Destination Folder:

debug

18.3_Authenticator/Android/13thApr/workspace_installer/app

release

Build Variants:

Signature Versions: [_| V1 (Jar Signature) V2 (Full APK Signature) Signature Help |

? Cancel

Previous

6-15
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Click Finish to generate .apk

OBDX Authenticator Application

The application has config page to add URL. This is for development purpose only and can be

removed using below step. (Update content src tag)

ece workspace_installer [ p/Workspace_Android/18.3/ 19/April/’
= workspace_installer ) iv; app ) s src ) i main ) = res ) £ xmil ) 2 config.xmi )
% Android - © * & —  iiseoproperties - g AndroldManifestxml « 2 config xml
§ -~ app <7xml version="1.0' encoding='utf-8'7>
- app-lib <widget id="con.ofss.digx.mobile.authenticator” version="1
., - ] <feature name="Whitelist">

% Z:Stucture K Build Variants

% 2; Favorites.

) Layout Captures

o

» 1y CordovaLib
» @ Gradle Scripts

</feature>

0" xmlns="http://ww.w3.org/ns/widgets" xnlns:cdv="http://cordak.

<param names"onload” values"true” />

xmi [app]
> -] ” % ~ 0o mQ

-~
og
2

<param name="android-package” value="org.apache.cordova.whitelist.whitelistPlugin® />

) Application to generate one time password for authenticating transactions in 0BDX Application.

1 </description>
1 <author email="oraclefcdbmobiledev@gmail.con” href="www.oracle.com">
U </author>
<content src="TITTIVITIITHITL" />
<access origine’ />
<allow-intent ttp://*/%" />
<allow-intent
1 <allow-intent
19 <allow-intent
0 <allow-intent
1 <allow-intent
<allow-intent >
<preference name="OverrideUserAgent” value="obdx-mobile" />
<preference names="Loglevel" values"ERROR"/>
<feature name="Device">
<param name="android-package” value="org.apache. cordova.device.Device” />
</feature>
<feature name="FetchPlugin">
an namea”andrnid-nackana® valuas®com. ardohe nhansaan. fatch Fatchlunin® />
widget  content
Build  Sync
4, v ® Build: completed successfully at 19/04/15, 4:05 PM
v @ Run build /Users/a ! droid/18.3/1Authe In9thApr/workspace
» @ Load build
» @ Configure build
» ® Calculate task graph |0
x » @ Run tasks s §
]
7
g
3
:=TODO M Terminal | % BUId | = 6:Logcat Q Event Log
Gradie build finished in 585 ms (2 minutes ago) 16chars 1419 LF$ UTF-8 Context: <no context )
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Application Security Configuration

7. Application Security Configuration

Root Check > Ensure Step 3.1 is completed
1. Open google developer console. Select your app then navigate to
Setup-> App Integrity-> change option of Response Encryption

In the window that appears, click Manage and download my response encryption keys and
follow below steps to generate response encryption keys-
a. Create a new private-public key pair. RSA key size must be 2048 bits using below
command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password
for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window which
was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.pem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.tx file on your path. It must be consist
of VERIFICATION_KEY and DECRYPTION_KEY.

2. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_B
table corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY
An example query will be:

update DIGX_FW_CONFIG_ALL B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id ='PLAY_INTEGRITY_DECRYPTION_KEY"

update DIGX_FW_CONFIG_ALL B set prop_value
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY";

'YOUR_ENCRYPTION_KEY' where

3. Similarly, Obtain the same keys for authenticator app by using above step 1 and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

1 ORACLE



Application Security Configuration
An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id ='PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR;

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR';

4. Similarly, we also have to maintain package names of Servicing and Authenticator app in the
same table, i.e. DIGX_FW_CONFIG_ALL_B corresponding to the following keys
respectively:

ANDROID_SERVICING_PACKAGE and ANDROID_AUTHENTICATOR_PACKAGE
An example query will be:

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST _UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (ANDROID_SERVICING_PACKAGE',
'mobileconfig’, ‘com.ofss.zigbank’, 'N', ", 'Stores device id in OUD’, 'ofssuser’, sysdate,
‘ofssuser’, sysdate, 'Y', 1,);

SSL Pinning

5. Get the list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
‘<certificate.der>" with the path to your certificate.

openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -outform
der | openssl dgst -sha256 -binary | openssl enc -base64

6. Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.properties.xml file
in ‘certificate_public_keys’ array. Append this key to ‘sha256/ in an <item> tag as shown
below. Multiple certificate keys can be added to ‘certificate_public_keys’ array by adding them
in <item> tags.

Eg.:

<string-array name=

<item> 56/5kJVvNEMy

</string-array>

Home
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8. Live Experience With Jumio Integration

1.

Download live experience android sdk from below download link.

https://www.oracle.com/downloads/cloud/oracle-live-experience-downloads.html

2.

Navigate Code Analyze Refactor

% Open.

Build Run Tools
New Project..
Import Project.

VCS Window Help

Ctrl+Alt=Shifts Insert

build.gredle (android)

s/oracle.usc.featu

s/peerconnection_android-84.0.4147.105-d. 7

<.cardview: cardview:1.0.0"
sgle.android.gns: play-services-vision:19.0.0"){

.android. support®, module: ' suppe

Import ‘oracle.live.api-release’ file as a New Module.

Amobile\and; iqbankipl, \and:

T — d] - build.gradle (:app)
> 5 G 5 L Ao

1 DA\

android [DA20.1_support.

<

androidiapp-lib [assemble] ~

it cordova_plugins.js

apuo

.clientsdk.android-7.2.1.1-SNAPSHOT. j;

JJar')
us-standalone-client-1.13.jar")
:${JUMIO_SDK_VERSION}@a
:bam: ${IUMTO_SDK_VERSTON }@am
:${JUMI0_SDK_VERSTON}@aar"
:3{IUNTO_SDK_VERSTON}@aar
:nv-nfc: ${IUMIO_SDK_VERSION}@aar
:3{IUMIO_SDK_VERSTON}@aar
:nv-barcode: ${ JUMIO_SDK_VERSION}@aar"

w-bar code-vision: ${JUMIO_SDK_VERSION}@aar"
+face: ${JUMIO_SDK_VERSION}@a
:${JUMIO_SDK_VERSION}@aa

-m

-0

rt-va’

1.58.0.0°

5 [# Profile or debug APK Project from Version Control.
L Close Project Import Module...
Link C++ Project with Gradle Import Sample..
fq # settings... Ctrl+Alt+5 s Android Resource File
E I Project Structure.., Ctrl+ Alt+Shift+$ Android Resource Directory
£ Other Settings » B Sample Data Directory
i Impart Settings.. = File
&% Export Settings... = Scratch File
Settings Repository. Directory
Export to Zip File: 5 Ce+ Class
Convert Module Groups to Qualified Names... & C/C++ Source File
H Save Al Cirles it C/C+ Header File
A% Sync Project with Gradle Files Image Asset
o 'S Reload Al from Disk Ctrl+Alt+V Vector Asset
z Invalidate Caches / Restart... % Kotlin Script
H Export to HTML... & Kotlin Worksheet
T & et AIDL
Add to Favorites b = Activity
£ File Encoding Autometive
E R Folder
= Associate with File Type.. Fragment
f Line Separators »| = Google
Make File Read-Only Other
g Power Save Mode Senvice
5 Exit Ul Component
& b gradle (Vodule craleveasi-1ed - o v
* - Widget
Al gradie properties (6lobal Properties) L
TODO = gilogeat S\ Build M Terminal EditorConfia File
[0 Adds 2 new module to the project

= android

I 1:Project

2 Resource Managar

z

I Build Yarial

* 2:Faverites

File

app " build.gradle

Android ~
app

manifests

java

java (generated)

assets.

res

res (generated,
il app-lib
il Barcodescannerlib
il Cordovalib

iil customizations

il obdxcore
obdxwear
i obdxwear-lib
¥ Gradle Seripts
build gradle (Projec

androi
wrapper.gradie (Project: and
build gradle (Module: 2pp

build.gradle (Module: aj

build.gradle (Module: Barco
build.gradle (Module: com.o
build.gradle (Module: com.o
build.gradle (Module: Cordos
cordova.gradle (Module: Cor|
build.gradle (Module: cust
build.gradle (Module: obdxc:

o

build.gradle (Module: obdxu
build.gradle (Module: obdxu

build.gradle (Module: oracle.

Edit View Navigate Code Analyze Refactor

Resource Bundle

Create New Module

sag. spongycastle:pro
srains.kotlin:kotlin-stdlib-jd
scuba:scuba-sc-android:0.0.18"
stec:zoom-authentication:8.12.18aar"
d ‘*.gar')

1.3.72"

"libs', include:

@ Plugin Update Recommended
Android Gradle Plugin is ready to update.

@ Layout Inspector

B0 3l 21480 ]

mal @)

@ EventLog

Builld Run Tools VCS Window Help

Q Select a Module Type

Automotive Module

[ 4

Import Gradle Project

Wear 05 Module

{}

Android TV Module Android Things Module

Import Eclipse ADT Project Import JAR/.AAR Package Java or Kotlin Library

Cancel

23chars 35137 LF UTF-8 4spaces ‘M

Q

[Cal ST TS

AndroidManifestxml

pmmended

i is ready to update,

rties (Global Pro

“\ Build

ogeat

EX Terminal

T Layout Inspector € EventLog

=
o4

apmn §

10 2 22180 ]

map g

[0 Gradle sync finished in 7 s 107 ms (from cached state] (5 minutes ago)

23chars 35137 LF UTF-8 4spaces
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3. Add Live Experience Client ID and Cloud Address in below two properties under
app.properties.xml(zigbank\platforms\android\customizations\src\main\res\values)

<string name="LX_CLIENT_ID">@@CLIENT_ID</string>

<string name="LX_ADDRESS">@ @ADDRESS</string>

Note: Add LX_ADDRESS without https://

For example. If the LX ADDRESS s https:/live.oraclecloud.com then add only
live.oraclecloud.com.

4. Click Next and navigate to oracle.live.api-release aar file location and click Finish.

File Edit View Navigste Code Analyze Refactor Build Run Tools VCS Window Help -
android Create New Module x = EaLQ
g = Android ~ Gradle 5 — |
0 + @ I x4 |8
- manifests Q Import Module from Library android =
java (genersted, s
g assets app
g e app-iib
3 res (generated) Barcodescannerlib
S 7 iiapplib com.oracle.bots.client.sdk,
g manifests com.oracle bots.client.sdk.
e Jeve Cordovalib
Java (genersted) customizations
::gﬂmak[h File name: Di\eracleiveapioraclelive api-release.aal z::ﬁ:ﬁ:
i BarcodescannerLib Subprojectname: | oraclelive api-relesse obdxwear-lib
i Cordovalib
i customizations
] manifests
g Java (generated)
5
- res (generated)
i obdxcore
menifsts 2
java £
Java (generated; £
res z
= res laenerated) H
_ Build Variants =
Module Active Bu — ®
[ =
o oo L] debug Previous Concel jin is ready to update. g

=T1000 =& logat A suld B Terminal Qeentiog T Layout inspector
ICJ Gradle sync finished in 33 5 719 ms (moments ago)

5. Un-comment the Live Experience SDK’s from zigbank\platforms\android\app\build.gradle.
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File Edit View Navigate Code Analyze Refactor Build Run Jooks VCS Window Help android [DAtrunk live_exp\mebile\androidisenvice\workspace. installerizighank\platformstandroid] - .\build.gradle - X
2] B DaLl®% Q

android 1 app  # build,gradle Add Configuration..
Android ~ (R

android D
gradle

aipen

© Gradle project sync failed. Basic functionality (e.g. editing, debugging) will nt wrk properly. TryAgain  Open ‘Build' View  Show Log in Explorer

I 3:Project

[

idea

build.gradle
0ogle-senvicesjson

£ proguard-rules.pro

2 Resource Manager

i project properties
app-lib

Barcodescannerlib
com.oraclebots.client.sdk.android.core-20.2.1

com.oracle.bots.client.sdk.android.ui-20.2.1

cordova
Cordovalib B

customizations

gradle

I structure

obdxcore -

obdwear .
obdwear-lib B
% android json
build.gradle
i aredle.properties

gradlew

I Build Variants

£ gradlewbat
) keystorejks

Ilocal propetties

2 proguard-rules.pro -

% 2: Favarites

Jamain &)

i project properties
settings.gradle
TODO  “\ Build  BM Terminal Q) Event Log
rties (The system cannot find the file specified) // // Consult IDE log fo... (7 minutes ago) 175:1 LF UTF-8 4spaces W &

IC] Gradle sync failed: D:\trunk i

6. Un-comment the gradle maven files for Live Experience from zigbhank\platforms\android\
build.gradle

File Edit View Novigate Code Analyze Refactor Build Run Tools VCS Window Help android [DAtrunk live exp\mobile\android\service\workspace installer\zighank\platforms\android] - build.gradle () - x

android ¥ build.gradle Add Configuration... | | 1o Devices 5 Dl ® Q

Android ~ Q=& — app\build.gradle build.gradle ()

aipein §

Gradle project sync failed. Basic functionality (e.g. editing, debugging) will not work properly. TryAgain  Open 'Build' View  Show Log in Explorer

¥ 1rriec
g

v

build.gradle
ogle-senvices.json

£ proguard-rules.pro
7l project.properties
app-lib
BarcodescannerLib

2 Resource Manager

com.oracle.bots.client.sdk.android.core-20.2.1

com.oraclebots.client.sdk.android.ui-20.2.1

cordova }
Cordovalib

customizations a2 allprojects {

gradle a3 repositories {
obdxcore as maven {
obdawear as url “"https://maven.google.con”
ebdxwear-lib 6 H

¥ Structure

{ android json .

build.gradle
T gradle.properties p
gradlew google()
£ gradiew.bat

Seenter()
) keystore ks or
{lilocal properties
£ proguard-ulespro

I Build Variants

i project properties
settings.gradle
wrappergradle

# Gradle Scripts

* 2 Favorites

man &

=T000 A Buld B Terminal Q Event Lag
0] Gradle sync failed: Ditrunk_live rties (The system cannot find the file specified) // // Consult IDE log for . (9 minutesago) 1:1 LF UTF-8 4spaces W &

7. Add LiveExperienceActivtiy.java folder from AppExtensions\live experience\ at
zigbank\platforms\android\app\src\main\java\com\ofss\digx\mobile\android
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[ android < [ app " build.gradie

A | = app v || [, GooglePixelXL v P &

SEsGann Kk DOmLe QN

1@ SplashActivity
Bz assets
> Bres

> Hiapp-lib

» N Barcodescannerlib

2 Resource Manager

3V @ Gradle Scripts

é # build.gradle (Project: android)

% wrapper.gradie (Project: andiroid)

# build.gradle (Module: spp)
 build.gradle (Module: app-fib)

# build.gradle (Module: Barcodescannerlit)

4 build.gradle (Module: com oracle bots.client.sdk.an

B Build Yariants

¥ build.gradle (Module: com oracle bots.client.sdk.an
¥ build.gradle (Module: Cordovalib)
¥ cordova.gradle (Module: Cordovalib)

Favarites

ogeat. -

=T0DO _ “ Build B Terminal @ EventLog

8. Add libs folder at zigbank\platforms\android\app and copy below jars from downloaded sdk
folder in it.

i) oracle.wsc.feature.clientsdk.android-7.2.1.1-SNAPSHOT .jar
i) peerconnection_android-84.0.4147.105-25c2ac74afc25f65d111771dbfabd6db25d2498.jar
iii) tyrus-standalone-client-1.13.jar

> gradle
> I idea

A (e~ [Goomgeroat +] & &

ESGaHE m Ol QM

9 build
v B libs
[ oraclewscfeature.clientsdk.android-7.2.1.1-SNAPSHO T jar
» [ peerconnection_android-34.0.4147.105-d25c2ac74afc25765d111771dbfabd6db25d2498 jar
» [ tyrus-standalone-client-1.13 jar
> s
Iz app.iml
# build.gradle

2 Resource Manager

ueture

i) google-services json
&l proguard-rules.pro
il project.properties.
» P2 app-lib
» 12 Barcodescannerlib
» 12 com.oracle. bots.client.sdk.android.core-20.8.1
» 12 com.oracle. bots.client.sdk.android.ui-20.3.1
» 1 cordova
» P2 Cordovalib
» Wi customizations
> B gradle
» P2 obdxcore
» 1% obdwear
» I obdxwear-lib

A Layout Captures

K Buil

» 12 oraclelive.api-release
P2 android iml

{4 android json
&0 b

2 Favorites

b.4Run  STODO iProfier = Glogeat DN Terminal @cvent Log

9. Un-comment LiveExperienceActivity and NetverifyActivity from
zigbank\platforms\android\app\src\main\AndroidManifest.xml
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® File Edt View Navigate Code Analyze Refactor Build Run Tools VCS Window Help  android [DALXD 1-.Napplsrct I lappl - Android Studio  — x
“android | 13 app | "W src | I main | i AndroidManifestxm A opp v || O, GooglePixelXl | b & = # G & % ® Dl w Q
§ = Android ~ @ I | B —lginjova build.grad build.gradle (app) @ Li ctivityjava s activity_live_experiencexml i AndroidMa -
< <meta-aata anarola:names Com.TacenoOK.SOK-APPIICATIONNAME ANGrolaivalles L1EBank > @
g e <activity S
" menfests android: configchanges="keyboard| keyboardiidden| screentayout | screensize |orientation” °
= AndroidManifestxml
android: label="zig8ank"
Z,, mem_ms android:name="com.facebook. FacebookActivity” />
z appsignature o Aperience
& Iive
E © LiveExperienceActivity
& java (generated
assets
A res
5 drawable
g layout
a mipmap
raw
. s </application>
H &4 facebookconnect.cml </manifest>
g & fpauth-colorsxml
g 4 fpauth-stringsxmi
,é & stringsxml
i styles.cml
= i wearxml
£ xml Tet  Merged Manifest
H S I ]
2| Build:  Sync Build Output -3 E
= android: successful 3t 1/11 Use '--warning-mode all' to show the individual deprecation warnings s|E
» See https://docs.gradle.org/6.1.1/userguide/comand_line_interface.htmlisec:command line warnings = H
£ £
B2 CONFIGURE SUCCESSFUL in 11s g
= B
> &Run 0DO 72 Profiler :logeat B Terminal |\ Build € Event Log
[0 Gradle sync finished in 28 5 330 ms (2 minutes ago) 1151 CRLF 4spaces W &
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Adding Custom Cordova Plugin

9. Adding Custom Cordova Plugin

Step 1 -

Create java folder and add yout package under app(zigbank\platforms\android\app)
Create java file under your package which will extends CordovaPlugin
Override execute method with JsonArray as a parameter
Retrive jsonobject from JsonArray and get the data which passed from js file
Example:
public class GetDirectionMapPlugin extends CordovaPlugin {
@Override
public boolean execute(String action, JSONArray args, CallbackContext callbackContext)
throws JSONEXxception {
try{
JSONODbiject object = args.getJSONODbject(0);
String yourKey = object.getString("your_key");
}catch (Exception e){
Log.e(TAG,e.getMessage());

}

return true;

Step 2 -

Create plugin file under plugins folder of
www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins)
Example:

cordova.define("cordova-plugin-getdirection”, function(require, exports, module) {
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var exec = cordova.require('cordova/exec’);
exports.navigate = function(args, successCallback, errorCallback) {

cordova.exec(successCallback, errorCallback, "GetDirectionMapPlugin", "direction"”,

[args]);

D
cordova-plugin-getdirection.getDirectionPlugin -> user defined id from
cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww
w\cordova_plugin.js)
GetDirectionMapPlugin-> name of java plugin class
direction -> action

navigate -> this can be use in js file to this function

Step 3 -
Make entry of plugin in
cordova_plugin.js(zighank\platforms\android\service\workspace\zigbank\platforms\android\app\sr
c\main\assets\www) as below ->
Example:
{
"id": "cordova-plugin-getdirection.getDirectionPlugin”, -> user defined id
"file": "plugins/cordova-plugin-getdirection/www/mapgetdirection.js", -> path of plugin js
file
"pluginld": "cordova-plugin-getdirection”,
"clobbers":

"window.getDirection" -> this can be used in js file to call plugin
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Adding Custom Cordova Plugin
Step 4 -
Make entry of java plugin class in
config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\main\r
es\xml) file of app as below -
Example:
<feature name="GetDirectionMapPlugin">
<param name="android-package" value="Your_Plugin_Java_Class_Path" />
</feature>

GetDirectionMapPlugin -> Name of java plugin class

Step 5 -
Plugin calling in js file ->
Example:
window.getDirection.navigate({
originLatLng: origin,
destinationLatLng: location
)
window.getDirection -> clobber define in the cordova_plugin.js file

navigate -> name of the function defined in plugin js file

Home
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10. ODA Chatbot Inclusion

To enable ODA Chatbot services in the mobile app, the following changes needs to be made:

1. Copy ODAPIlugin.java from

workspace_installer/AppExtension/oda to

workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofss/digx/mobile/androi

d/plugins/

android - app  sic - main  java com  ofss  digx  mobile android  plugins

E Project I % -
3 % android
- gradle

idea
- app
2 build
[ sre
3 main
- assets

java

com.ofss.digx mobile.android
plugins
¥ RootCheckFlags
& SplashActivity
res
i AndroidManifest.xm|
build gradie
) google-services json
# proguard-rules.pro
project.properties
2 app-lib
«BarcodescannerLib
com.oracle.bots client.sdk.android.core-20.8.1
com.oracle.bots.client.sdk. android, ui-20.8.1

cordova
Build: Syne Build Output

£l Build android: finished At 05/07/22 > Task

g

& » > Task

4 Task
@ > Tasl

- > Task

-

5

¥

*

5

2

2

8
=T0DO @ Problems  }# Version Control 0 Terminal = Logeat | % Build

Launch succeeded (33 minutes ago)

Search Everywhere Double ¢
Go to File ¢#N

Recent Files ®¥E

Navigation Bar \XR

Drop files here to open them

:app:processDebuglavaRes NO-SOURCE

:app: transfornResourcesiithiergelavaResForDebug
:app:packageDebug

:app:assenbleDebug

Deprecated Gradle features were used in this build, making it incompatible with Gradle 7.6.
Use '--warning-mode all' to show the individual deprecation warnings.
See https://docs.gradle.org/é.1.1/userguide/conmand line interface.html#sec:command line warnings

BUILD SUCCESSFUL in 24s
45 actionable tasks: 45 executed

B Run /3 Profier  § AppInspection

2. Download ODA Android sdk from below link-
https://www.oracle.com/downloads/cloud/amce-downloads.html

& 0DAPlugin A [ muwov Gewxinsy GE S G AmEE LS Q8

-
9
&
&
1
&
8
£
&
& -
£
8
g
2
=]
§
g
o
8
]
8 Eventlog (2 Layout inspactor
]

3. Add libs folder at zigbank\platforms\android\app and copy below files from

downloaded sdk folder in

it.

a. com.oracle.bots.client.sdk.android.core-xx.aar

b. com.oracle.bots.client.sdk.android.ui-22.04.aar
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android  app I libs

[ Project ~ OF =% —

 Wgandroid ~Android 1_8US, icef
> W gradle
> e idea
v lapp

> I build

A mmev | GEexamz- GG ESCAGE £0% Qo

L com.aracle.bots client.sdk.android.core-22.04.aar
7L com aracle.bots client.sdk.android.ui-22.04.aar
> Msrc
# build.gradle
1} google-services.json
@ proguard-rules.pro
Hiproject.properties
7 Faapp-lib
» 15 Barcodescannerlib
[ com oracle bots.client.sdk.android.core-20.8.1
[ com.oracle.bots.client.sdk.android.ui-20.8.1
I cordova
13 CordovaLib
> W build
i AndroidManitest.xml
# build.gradle
# cordova.gradle
L CordovaLib-release.aar
T, customizations
b gradle
1; obdxcore

% Resource Manager

<

12 obdxwear

'z obdxwear-lib

) android.json

# build.gradie

igradie.properties

3 gradiew

# gradiew.bat

# keystore.jks

ilocal.properties

# proguard-rules.pro

#iproject properties

= settings.gradle

# wrapper.gradie
iSTODO @ Prodiems | VersionControl @ Terminal = Logeat 4\ Buid B Run (7 Profiler  § App Inspection

IO Launch succeeded (today 2:35 PM) o

4. In Android Studio follow below steps-

[ Build Variants % Fovorites I Structure

File -> Project Structure -> Dependencies

5. Click on "+" icon and select JR/AAR Dependency and select app module and click
Ok.

android  app 1 libs A [muwov Crexany GEESCABE L% QR
& Project v (IR R
~ bgandroid - /Androd

14 com.oracle.bots client edv snrraid rnra.27 A aar
a o0

- > Msrc -
# bulld.gradle P

Ei

Nothing to show

5

> W build
4 AndroidManifest.xm!
# build.gradle
 cordova.gradle
1L Cordovalib-release.aar

vv vy

[ cancat || ooy | (EEEE

K Buld Variants % Favorites 3. Structure
-]
<
H

£ TOHD ' Preios B ) Yacoion Ooniunt S W T WMt B i LEgont & B R T o: BN 8 A oeiosticn:
I Lounch succeeded (today 2:35 PM)
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6. Add both .aar file paths from step3. Then click Apply and Ok.

android  app 1 libs

& Project ¥ (]

g android ~/Anc ol 1_SUS_Supp i
> I gradie
> b idea
v liapp

> build

A mwmpv| GEeuany GE S S C oG E f0% Qa0
-

lol

e

&
I

4 com.oracle.bots client erk andraid rnm.27 Ad aar
jee@® Project Structure

. P Modules = [AiDspsndensies L Trget Moddes). £ —
# build.gradle + = + I F
& google-services.json Project Il fragment:1.3.6
# proguard-rules.pro SDK Location Iry BarcodescannerLil !l androidx.interpelator:interpolator:1.0.0
1 project.properties Variables - 1
> Fzapp-lib L) Add JarfAar Dependency
> b BarcodescannerLib Modules
s com.oracle.bots client.sdK
" com.oracle.bots client.sdk

Step1.
Build Variants Provide a path to the library file or directary to add.

| ibs/com.oracle.bots. client.sak.android.ui-22.04.aa [+]

& AndroidManifest.xml Step 2.

‘Assign your by 9
# build.gracle Open Documentation

& cordova.gradie
L CordovaLib-release.aar

> L customizations
> Iwgradle
> I'; obdxcore
> I obdxwear
> I, obdxwear-lib
il android.son
# build gradle
ifigradie.properties
13 gradiew
# gradiew.bat
# keystore.jks
#ilocal.properties
# proguard-rules.pro
iproject properties
 settings.gradle
= wrappergradle
ET0DO @ Problems | VersionCenwol BN Terminal = Legeat A\ Buld b, Run @ Eventlog TR Layout inspectar
[0 Launch succasded (today 2:36 PM)

Cancel | Apply |

% Favorites 1l Structure

K Build Variants.

android  app 1 ibs

& Project ~ O =% -

~ I android ~/Andreid 1_SUS_Supp i
> W gradie
> M idea
~ lLapp

> b build

A mempv OPexA2v | GG S F 0 A S E g0 Q&
-

§ L com.oracle.bots.client <Ak andemid ~ara-33 A4 aar
iLcomoracle.bots.cliel
= > mste -
4 build gradle
i google-services.json s
# proguard-rules.pro S
project properties Variables
> bgapp-lib L Add JarfAar Dependency
> I BarcodescannerLib Modules
= com.oracle.bots.client.sdK
B com.oracle.bots.client.sdk

¥aBarcodescannerlil - cordovalib
i

Step 1. Nothing to show
Build Variants Provide a path to the library file or directory to add.

| libsfcom.oracle.bots. client.sdk.android.core-22.04.aa [~]

2 AndroldManitest.xmi Step 2.
# build.gradle
" cordova.gradie
74 Cordovalib-release.aar
> i customizations
> M gradle
> I obdxcore
> 1 obdxwear
> g obdxwear-lib
iy android.json
# build.gradle
Figradle. properties
£ gradiew
# gradlow.bat
# keystore jks
Filocal properties

Assign your toa by bel
Open Documentation

Cancel

% Favorites 1l Structure

# proguard-rules.pro

#uproject.properties

 settings.gradle

= wrapper.gradie
=T000 © Probems | VersionContol O Terminal = Logeat 4, Buld b Run 3 Profilr 4§ App inspection @ Eventiog T Layout inspector
[0 Launch succeeded {today 2:35 PM)

7. Add Chatbot ID and Chatbot URL in
app.properties.xml(zigbank\platforms\android\customizations\src\main\res\values)

X Build Variants

<string name="CHATBOT_ID">@@CHATBOT _ID</string>

<string name="CHATBOT_URL">@@CHATBOT_URL</string>
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11. Live Experience Integration

Download live experience android sdk from below download link.

https://lwww.oracle.com/downloads/cloud/oracle-live-experience-downloads.html

Add libs folder at zigbank\platforms\android\app and copy below jars from downloaded sdk
folder in it.

e oracle.wsc.feature.clientsdk.android-7.2.1.1-SNAPSHOT jar

e peerconnection_android-84.0.4147.105-
25c2ac74afc25f65d111771dbfabd6db25d2498.jar

e tyrus-standalone-client-1.13.jar

e oracle.live.api-release.aar

android  app libs By N android:app-lio [assemble] ~ P E GG~ H Qo P
g Project v N -
S & android °
- gradle s
N idea -
- app °
] build H
: i
E oracle live.api-release aar

& oracle wsc.feature. clientsdk.android-7.2.1.1-SNAPSHOT.jar

0,447 1177 jar

peerconnection_
tyrus-standalone-client-1.13.jar
st
build gradle
google-services.json
# proguard-rules.pro rywhere Double ¢
2 app-lib
4 BarcodescannerLib %0
I com.oracle bots client.sdk android.core-20.8.1 [core-20.8.1]
4 com.oracle bots. client. sdk android.ui-20.8.1 [ui-20.8.1] s HE
cordova
3 CordovalLib Bar #1
& customizations
gradle
+ obdxcore
- obdxwear
2 obdxwear-lib
( android.json
build.gradle
gradlew
# gradlew.bat
keystore.jks
{  keystore. properties

I Structure

{ilocal properties
VI project.properties.
settings.gradle

¥ Build Variants

wrapper.gradie
External Libraries
© Scratches and Consoles

W Bookmarks
Joneinug prospuy 51

VP VersionControl b Run  i=TODO @ Problems (3 Profier = Logeat ¢ Profiler  § Appnspection % Dependencies [ Terminat A, Buid Q Eventlog T Layout Inspector
(] Launch succeeded (23 minutes ago)

Add Live Experience Client ID and Cloud Address in below two properties under
app.properties.xml(zighank\platforms\android\customizations\src\main\res\values)
<string name="LX_CLIENT_ID">@@CLIENT_ID</string>

<string name="LX_ADDRESS">@ @ADDRESS</string>

Note: Add LX_ADDRESS without https://

For example. If the LX_ADDRESS is https://live.oraclecloud.com then add only
live.oraclecloud.com.
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Live Experience Integration

4. Un-comment the Live Experience SDK’s from zigbank\platforms\android\app\build.gradle.

Syn

A android:

5. Add LiveExperienceActivtiy.java folder from AppExtensions\live experience\ at

zighank\platforms\android\app\src\main\java\com\ofss\digx\mobile\android

= android app build.gradle ~ app ¥ |, GooglePixel XL v | b & = & a5 = D6 Q

g = Android ¥ S & — »
s a
& app El
T‘ manifests ®

java

com.ofss.digr.mobile.android

H © LiveExperienceActivity
3 & SplashActivity
3 res
o lib
2 7 Tiapp-l .

i Barcodescannerlis Search Everywhere Double Shift
o I com.oradebots.clientsdkandroid.core-20.8.1 . .
5 Go to File Ctrl+Shift+N
§ I com.oraclebots.client sdk.android.ui-20.8.1
= Cordovalib y
5 | ntordovath Recent Files Ctrl+E
= » Tiicustomizations

i obdxcare Navigation Bar Alt+Home
5 obdxwear
' i obdxwear-lib Drop files here to open
S Dorade liveapi-release
S ¥ @ Gradle Scripts
H build.gradle (Project: android)

wrapper.gradle (Prc)

=
> o]
3 s.client.sdk.an H
- m.oracle bots.client.sdk.an B
8 g
£ Logeat s -8
i

=7000 | = &logat A Build B Terminal @ Event Log

6. Un-comment LiveExperienceActivity from

zigbank\platforms\android\app\src\main\AndroidManifest.xml
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Push Natification 2FA configuration

12. Push Notification 2FA configuration

If Push notification 2fa is enabled at bank side for any transaction then, the screen displays
message to wait for the push notification to accept/reject the transaction authentication. The
message as well contains a timer of 5 minutes displayed on the Ul. This value is set in the Ul code.
If bank needs to change this value, bank needs to update the value in Ul code:

File path: channel/metadata/user-components/push-out-of-band/push-out-of-band/hook.js
Code to be changed: const mins = <<value>>;
Update the value to what bank needs to set it. This value is in minutes.

So, ideally 5 minutes (existing value in base Ul code) is an ideal time. Any changes made in this

value should satisfy below pre-condition.

1. Thereis an OTP expiration time set in “digx_fw_config ALL_b” table.

2. Also, there is business policy check set to 10 minutes for validation of the generated 2fa token.
Bank can write their own business policy where they can modify the 10 minutes time.

So, the time in Ul code should not exceed 10 minutes and OTP expiration time in
“digx_fw_config_ALL_b” table.

Home
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